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SIR: 

Applicant(s) wish to disclose the following information. 



REFERENCES 

■ The applicant(s) wish to make of record the references listed on the attached form PTO-1449. Copies of the listed 
references are attached, where required, as are either statements of relevancy or any readily available English translations of 
pertinent portions of any non-English language references. 

□ A check is attached in the amount required under 37 CFR §1.1 7(p). 
RELATED CASES 

■ Attached is a list of applicant's pending application(s) or issued patent(s) which may be related to the present application. 
A copy of the patent(s), together with a copy of the claims and drawings of the pending application(s) is attached along 
with PTO 1449. 

□ A check is attached in the amount required under 37 CFR §1.1 7(p). 
CERTIFICATION 

□ Each item of information contained in this information disclosure statement was cited in a communication from a foreign 
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STATEMENT OF RELEVANCY 
References AR through AZ on form PTO-1449: 

These references are referred to in the body of the specification. 

Reference AU (The Block Cipher SQUARE) on for PTO-1449: 

This paper shows an SPN structure where the diffusion layer consists byte shift 
operations and a locally MDS diffusions. We found that its multiple-round structure can be 
equivalently transformed into a recursuve SPN structure. But the authors did not refer to the 
hierarchiacal structure. (Figure 1 and lines 15-20 of page 151) 

Reference AV (AES Proposal: Rijndael) on for PTO-1449: 

Rijndael is a very similar algorithm to the cipher Square. This paper shows an SPN 
structure where the diffusion layer consists of byte shift operations and a locally MDS 
diffusions. We found that its multiple-round structure can be transformed into a recursive 
SPN structure. But the authors did not refer to the hierachical structure. (Lines 3-9 of 
Section 4.2 of page 10) 
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Reference AW (Handbook of Applied Cryptography) on for PTO-1449: 

This reference is a standard textbook which covers broad aspects of cryptography. 
We could not find any description on structures similar to the nested SPN structure there in 
the reference. 
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Reference AX (Applied Cryptography) on for PTO-1449: 

This reference is a standard textbook which covers broad aspects of cryptography. 
We could not find any description on structures similar to the nested SPN structure there in 
the reference. 



Reference AY (The block cipher Hierocrypt) on for PTO-1449: 

This paper was written by the inventors of the present application. It proposes a 
nested SPN structure (Figure 1 in page 71, and 5 th paragraph of "1 Introduction" in page 70) 
But the multiple-path condition is not mentioned in this paper. 



Reference AZ (Security and Performance Evaluations for the block ciphers 
Hierocrypt-3 and Hierocrypt-Ll ) on for PTO-1449: 

This paper was written by the inventors of the present application. It defines the 
multiple-path condition (3 rd paragraph of subsection "3.2.3 MDSh" in page 75) and proposes 
a block cipher under the condition (1 st paragraph of 3.2.3 MDSh in page 75). 
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